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State of the Art
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lo

BILLIONS OF DEVIGES

T

</ THE INTERNET OF THINGS

AN EXPLOSION OF CONNECTED POSSIBILITY
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loT - Healthcare

Six Nations Rugby championship 2015, in a stadium equipped with a
WiFi connection and millions of data were measured directly from the
players.
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loT - Healthcare Applications

Patient Traceability [Najera, 2011, Yao, 2010]
Asset Management [Oztekin,2010, Qu,2011]
Medication Administration [Aronson, 2009, Yen, 2012]
Handling Errors [ChanChoi,2012, Parlak,2012]
Ownership Transfer Procedures [Yang,2012, Zhou,2012]
Efficiency Management [Parlak,2012, Yao0,2011]

Cost Savings [Bunduchi,2011, Yao, 2010]

Table: Some loT applications in healthcare environment

Just born abduction

It is claimed that in the last 50 years more than 300,000 newborns were
abducted in Spain. Similar cases have been reported in Australia or USA.
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loT - Security Issues

Confidentiality Trust Cybersecurity
@ The worldwide cybersecurity
Mobile Security Secure Middleware market: from $75 billion in 2015
o~/ — to $170 billion by 2020
A (Gartner).
Authentication / \P°"Cy Enforcement o Cyber attacks costing businesses
_ $400 billion to $500 billion + a
Privacy Access Control year (L'Ode)
@ $1-per-Thing is a starting point
(Cybersecurity Market Report).

Electronic Health Records Hacked

As a recent example, in 2010 personal data from more than 26 millions of
veterans were stolen from the Department of Veterans Affairs database in

the US by an employee who had access to the database
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Introduction

RFID EPC Generation 1 Class 2 standard
o Tags are passive.
UHF band (860960 MHz) up to 10m.

°
@ High constrained resources and storage capabilities.
°
°

16-bit for PRNG and for Cyclic Redundancy Code checksum.

Traditionally, not enough footprint for standard cryptographic
primitives.

Still a problem but not that acute.
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Motivation

Khor et al.'s proposal

@ Khor et al. proposed an authentication protocol named Fingerprint in
[Khor,2011] EPC-G1C2 compliant.

@ Impersonation, traceability, de-synchronization, DoS and full disclosure
attacks.

| A

Wu et al.’s proposal

@ Wu et al. proposed an authentication protocol in [Wu, 2013].

@ This protocol is vulnerable to a traceability attack that allows an adversary
to compromise the location privacy

Objective

@ To cryptoanalyze both Khor et al. and Wu et al. proposals.

@ Propose new improved protocols.
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Khor et al. - Authentication phase

Tag (T) Reader (R)

Request

Ci(My) = [CRC(EPC||FP)] & K;
Ci(Mr)

Database (DB)

Ci(M1)

K: = PRNG(K;)
M, = [CRC(EPC1|FP)] & K,

if [CRC(EPCr||FP)] @ K] in database, then
[CRC(EPC, [[FP) K&K, = Dl Ge(M1)],
else, send error message to R

if DY[Cu(My)] # [CRC(EPC|[FP)]

then send error message to R

else:

PRNG(K;) = Ks

[CRC(EPCT||FP)] & Ks = Ms

PRNG(K;) = Kis1

Store new index in dabatase:
[CRC(EPCT||FP)] & Kjs1

Mo

if My # M, send error message
else: Kit1 = PRNG(K;)
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Khor et al. - Desynchronization Attack

Adversary's goal

T and DB will be desynchronized if both have different keys. This will
make future authentications infeasible.

Authentication protocol pitfall

Fingerprint protocol does not use any mechanism for recovering from
desynchronized states. A performs the next steps:

© Forwards Cx(M;) to R and passes M, message to T .

@ Simulates the incorrect reception of M and sends an error message
to R.

© Finally, 7 updates its K; while the back-end server does not update it.

v
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Khor et al. - Traceability Attack

Adversary's goal

A tries to establish a link between 7 and the bearer so she is going to be
tracked wherever she goes.

Relay Attack

A captures the M, message
sent to R, alters it and sends
it to 7 in order to avoid the
key updating phase and thus a
constant value will always be
used.

Desynchronization Attack

A performs a
desynchronization attack so
that 7's bearer is always using
the same values
[CRC(EPCT||FP)] @ K;
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Khor et al. - Full Disclosure Attack

216 _ 1 computations

PRNG outputs 16-bit values to be compliant with EPC-G1C2 standard.

Both channels
for i in range( 2% —1): My, = [CRC(EPCT & FP)] @ K;

#i= CRC(EPCT & FP) M, ., = [CRC(EPCT @ FP)] @ K;

Ki=G(M)@i #K; = PRNG(K,; 1) = PRNG2(K;)

M, =i ® PRNG(K;) for i in range(2°—1):

if Mp==M, : Aux= M, , & M,

eturn G if (Aux = (i ®@PRNG2(i)))
) return Aux, i
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Improved Protocol: Fingerprint™

Tag (7)

Request N

Reader (R)

Ns, N7
A = PRNG(Ns, N7, EPC, FP)
Ar, = PRNG(K;,Ns,Ng)

Database (DB)

Ns, A A7 NT
Ns, A, A N7 Nz
A = PRNG(Ns, N7, EPC, FP)
if A} # Ay or A ¢ database — Error
else {
2l = PRNG(K;,Ns, Nr)
if af # At — Error
else: A, = PRNG(K;, Ng. N7, Ns)
}
ATp
Arp
AT = PRNG(K;,Ng, N7, Ns)
if A%, == At — Authenticated
else: — Error
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Wu et al. - Notation

Wu et al. have recently proposed a new RFID authentication protocol for
healthcare environments [Wu, 2013].

@ Two different phases: setup and execution.

@ In the Setup phase, server generates:

A nonsingular binary matrix Key; of size d x d

A binary matrix Key, of size d x d

A singular binary matrix Keys of size d x d

A random matrix St of size d x d

Two matrix keys for each tag: Ky1 = Key; KeysSt and
KT2 = Kengeygs-r

Security & Privacy Issues

This protocol is vulnerable to a traceability attack that allows an adversary
to compromise the location privacy
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Wu et al. - Protocol

Tag (7) Reader (R) Database (DB)
Nz = PRNG
Query,Nr.
Ny = PRNG
a = KriNy

c = KroNy @ ID
c3 = h(c1, Kr2NR)

€1,€2,63

c,e2,63,Nr
cy = KeyzKeyf1 X €1,
ID' = ¢4 & o,
Finds K7, by ID’,
Check G = h(Cl7 KZ]'QNR)-
cs=h(cs)

cs=h(cs)
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Wu et al. - Location Attack |

Assume that (A); denotes the i-th column of matrix A. Let X and X’ be

random binary matrices of size d x d, and Y and Y’ fixed binary matrices
of size d x r.

Q If (X)i=(X')jand Y =Y’ then (Y x X); = (Y’ x X'); with
probability 1.
Q If (X)i=(X')jand Y # Y/, then (Y x X); = (Y’ x X'); with
probability 279,
In particular we have ¢; = K71 Ny and ¢ = Ko N7 @ ID. Thus, if
(N7)i = (N%); then:
(KT1NT)i = (KT1N7);

(KT2N’T @ /D),‘ = (KTQN'/T ® /D)J'
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Wu et al. - Location Attack Il

Learning Phase:
@ A generates a matrix Tab of size N sessions. At each run 1 <j < N:

o A sends N;z to the tag 7. It computes c{ and cé and sends them back
to A to store them in the j — th row of Tab.

Execution Phase:

O Given a tag 7', A generates a matrix Tab’' proceeding exactly as in
the learning phase.

Decision Phase:
@ Trivial when (c1); € Tab = (cq); € Tab' and ¢ € Tab = ¢ € Tab'

Q PrAT#T = 1] = (2—d)(N><r)><(N’><r)><2*d
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Wu et al. - Location Attack IlI
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Figure: Probability of success of the location attack as a function of the number
of eavesdropped sessions.
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Proposal |: RFID Entity Authentication

Tag (T) Reader (R) Back-end Database (DB)
{ID7,IDST, Kenc s, Kmac e} IDp, {{IDSH" 2} Kene 15, Kvac_ts}
Nz = PRNG
Query,Nr.
N7 = PRNG
co = h(IDS,N7,Nz)
a1 = [[N7, Nr, IDT )l kenc 15
c2 = {a}Kuac.Ts

N7,q,c1,¢2
N N7 Gosctsc
TR,
Check co and identify the interrogated 7
Check ¢} = {¢] Y kpac.1s 1
Find IDr- ([[N7, Nr. IDT1I, 1)
Compute ¢3 = [Nz, N7]lkeyc rs+
Compute c3 = {c3}Kyuc_rs-
Update IDSt:
L 0 0 ana s wos)
2R

Check ¢; = {3} Kyac1o
Verify Nz and N7 ([[IN=, N7Tlich . )
Update IDSy: IDST = h(IDST)

anchez (EUI) Security Protocols April 18, 2016 22 /59



Proposal Il: IMD Secure Messaging Protocol |

Implant (Z) Reader (R) Back-end Database (DB)
{IDz, Kenc_ig, Kmac.is} IDpg, {/Dsénewycld)y
Kenc.is: Kmac_is }
Nz = PRNG
Query,N.

Nz = PRNG

co = h(IDSz,Nz,NR)

Generate Fig

a1 = [[Nz, Nr, IDz, Fig]lkenc s

c2 = {a}Kmac.e

Nz.c0.c1,02
NR.c1,e2
Check cp and identify 7
Check ¢; = {¢] Y kypacis
Find 1D and Fig -
1
([N, N, IDz] e )
Generate Fgy,
c3 = [[Nr, N7, Faillkenc s+
& = {e3} ks
Update IDS7:
IDS$? = IDS7e
IDS = h(IDSp")
.
PR I S
aa

Check ¢; = {3} Kypacs

Verify Nz and Ng,

and find Fg:

([INR Nz, Farllic )

Update IDSz: IDSy = h(IDS7)

Figure: Mutual Authentication & Key Exchange [Picazo, 2014]
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Proposal Il: IMD Secure Messaging Protocol Il

Implant (Z) Reader (R) Back-end Database (D)
{IDz, Kenc_ig, Kmac_is} IDppg, {IDS%”QW)"/"),
Kenc g, Kmac_ig

m = [[M; ]]KSENC 8
SCC = SC

my = {WI»SCC}KSMACJB

my,my
__mm
SCC=SCC+1
If (mf) = {mi,sg?}KsMACJB))
Then M; ([[Millgs e )
ACK(ERR)
ACK(ERR)

Figure: Secure Messaging [Picazo, 2014]
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Conclusions

@ An attacker, equipped with a domestic PC, can execute a full
disclosure attack against Fingerprint protocol in only a few minutes.

e Fingerprint™ solves all above issues and it is compliant with both
ISO/IEC 9798-2 and EPC-G1C2 standards (equivalently ISO/IEC
18000-6C).

@ Security of Fingerprint™ has been formally proven using BAN logic.

@ In general, security issues are due to two main reasons: (i) the use of
non-standard constructions; and (ii) informal and/or non-rigorous
security analysis.

@ Two new RFID protocols for healthcare environments conformed to
ISO/IEC 9798, 11770 and NIST recommendations have been
proposed.
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Secure Publish-Subscribe Protocols for Heterogeneous
Medical WBANs
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Motivation |

Healthcare staff EI;l
4 -

publish(H) Bl | subscribe()

MESSAGE BUS

publish(ll)

wearable

|
sensor \ |/

WBAN controller

Figure: WBAN architecture: (a) physically as a network of wearable devices; (b)
logically as a publish-subscribe messaging system.
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Motivation Il
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Ciphertext-Policy Attribute Based Encryption

Pros

@ Anyone can encrypt data under a given access policy A

@ Decryption performed only by users whose public attributes satisfy A
@ Based on ECC and thus — Decisional Discrete Logarithm Problem

v

@ The more attributes the protocol has, the worse the performance is

@ Decryption can be a computational demanding operation

Symmetric RSA ECC RSA Size RSA ECC
56 512 112 1024 0.16 0.08
80 1024 163 2240 7.47 0.18
112 2240 233 3072 9.80 0.27
128 3072 283 7680 133.90 0.64
256 15360 571 15360 679.06 1.44
Table: Size in bits Table: Key Generation in seconds
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Goals

e Based on [Guo, 2014]:
e Only AND policies are supported.
o Allow lightweight devices to run decryption CP-ABE.
o CP-ABE with constant-size decryption keys independent of the number
of attributes.

@ 2 protocols: data sharing and reconfiguration mode

e Data encryption: symmetric scheme — AES [AES,2013]

@ Keys encryption: asymmetric scheme — CP-ABE [Bethencourt, 2007]
o Lattice-based Access Control (LBAC) compliant

sensitive, cardio, neuro

\

sensitive, cardio sensitive, neuro

confidential, cardio, neuro
sensitive

confidential, cardio confidential, neuro

public
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Publishers

Sensor; (S;) publishes the access structure (A):
A = PubPolicy(Data)

Each sensor keeps a list of A and the associated access token (AT):
AT = {id(k), A, Ea(PKs,, K, A), texp}

Si publishes Message M to the bus:
M = {5, t,id(k), Ex(Data||t)}.

S; — Sensor identifier

id(k) — identifier of the AT (symmetric key) K.

EA(PKs;, K, A) — CP-ABE encryption of the symmetric key K.
texp — Time after AT is no longer valid.

t — Timestamp.

Ex(Data||t) — Symmetric encryption of Datal|t using key K.
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Subscribers

When a Subscriber (R) wants to access to a given data published on the
bus:

Gets secret key K:
K = Decrypt(PKr, EA(PKs,, K, A), SKR)

Decrypts Data with the secret key K:
Data||t = Dy(Ex(Datal|t))

Checks whether both timestamps are equal:

?
t = texp
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Scheme I: Data Sharing

Bus R

Choose publication
policy for d:

A « PubPolicy(d)

Create access token
K for A

id(K), A, Encrypt(PKs,, K, A), texp

id(K), A, Encrypt(PKs,, K, A), texp

Use Decrypt() with
R’s keys to retrieve|

K

Sitid(K). Bre(d | 1)

Sit,id(K), Bc(d || 1)

Use K and
symmetric
decryption to
obtain d
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Scheme II: Reconfiguration Mode

Encrypt(PKg, K., A), Ex (¢ || t|| R S:)

 Decrypt() with
s

Encrypt(PKp. (N + 1| t | R S:).T)

Use Decrypt() with
Sy's keys to retrieve
N

If NV ok, execute ¢

Encrypt(PK. (K. |[ ). T). E;

Use Decrypt() with R's
keys to retrieve r(c)
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Tests

Experiments have

Time (s)

Pablo Picazo-Sanchez (EUI)

102
T
15} R
1 |- .
0.5 R
0 |- .
Il Il Il Il Il Il
0 50 100 150 200 250

Key lenght (bits)
(a)

Figure: Execution time

Time (s)

Security Protocols

been run on a Google Nexus 4 smartphone.

—e— Setup()

—— Encrypt()
—— Decrypt()

10 15 20 25 30
Number of attributes

(b)

. (a) AES; (b) CP-ABE.
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Conclusions

@ The versatility offered by CP-ABE is used to propose protocols that
allow sensors to subscribe to the data feeds published by other
sensors.

@ The privileges required to access each particular data are set by the
sensor’s policy.
@ External actors can get access to such data feeds and also reconfigure

or request specific data from the sensors provided that they have
sufficient privileges to do so.

@ Our experimental results confirm that the scheme is suitable for most
current sensors, including ARM-based platforms.
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Decentralised Ciphertext Attribute-Based Encryption
with Keyword Search (DCP-ABSE)
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Motivation

@ loT is generating tons of data... DAILY!

@ Data should be constantly updated and reliable.
@ Both personal information and queries must be encrypted.
@ Are researchers able to do research privately?

v

@ How to find some values over tons of data?

@ Who is able to perform queries?
@ Is it possible to split queries and data access privileges?

@ Is the database able to learn anything from queries? And from the
stored data/keyword?
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Goals

no-CA | MA | no-TA | SE ABE
Varsha et al. [Varsha,2014] X v v X KP-ABE
Koo et al.[Ko0,2013] v X X v CP-ABE
VABKS [Zheng,2014] v X X v | CP/KP-ABE
ARMS [Hongwei 2015] X | v | X | v | CPABE
Lewko et al. [Lewko,2011] v v X X CP-ABE
’ our model ‘ v ‘ v ‘ v ‘ v ‘ CP-ABE

Table: Comparison of ABSE schemes

CA: Central Authority, MA: Multiple Authorities, TA: Trusted Authority,

SE: Searchable Encryption
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Objectives

_______________________________________________________

Attributey

Figure: Keywords and Data Encryption
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DCP-ABSE - |

WBAN
Phase |
]
]
]
]
Owner ,
* LY L4 ‘ [ -
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DCP-ABSE -

Phase Il

Cloud Server
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DCP-ABSE - Il

—_—
Phase Il Cloud Server

Phase Il

User

. WBAN Ty
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+ Phasel
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DCP-ABSE - IV

Cloud Server

. WBAN |

Phase |

Phase Il
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Experiments

time(s)

20-50 100-500 500-1000 1000-1500

secret size (bits)

Figure: SMPC time vs length
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Experiments |l

g |elg,g) | g g | Hiatt)

Debian | 0.002 | 0.001 | 0.003 | 0.004

160 bits | Nexus 4 | 0.246 | 0.852 | 0.474 | 0.806
Moto G | 0.191 | 0.433 | 0.334 | 0.356

Debian | 0.005 | 0.003 | 0.002 | 0.010

384 bits | Nexus 4 | 0.740 | 1.749 | 1.411 | 0.334
Moto G | 0.470 | 0.670 | 0.743 | 0.158

Table: Comparison of performance operations in seconds
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Experiments Il

AS | KeyGen | Enc Dec

Debian | 0.019 | 0.008 | 0.033 | 0.016

160 bits | Nexus 4 | 2.488 | 3.788 | 4.360 | 6.694
Moto G | 1.129 | 1.549 | 2.200 | 2.559

Debian | 0.041 | 0.012 | 0.077 | 0.028
384 bits | Nexus 4 | 5.649 | 3.159 | 9.570 | 10.558
Moto G | 2.787 | 1.411 | 4912 | 4.896

Table: Comparison of DCP-ABSE methods’ performance in seconds (ABE)
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Experiments IV

TokenGen | EKw | Search

Debian 0.048 0.058 | 0.016

160 bits | Nexus 4 5.235 2.413 | 5.280
Moto G 2.921 1.450 | 2.196

Debian 0.101 0.087 | 0.037

384 bits | Nexus 4 12.364 0.087 | 8.937
Moto G 12.364 3.081 | 4.230

Table: Comparison of DCP-ABSE methods’ performance in seconds (SE)
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Summary

@ Personal information is stored securely on public servers and queries
are encrypted.

@ Two different Access Policies must be satisfied in order to retrieve
and decrypt personal information.

@ Multiple Authorities are allowed. No Central Authority is needed.

@ SMPC is used to share a common key.
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